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CYBER ALERT

At Alliant, we believe helping our clients manage Cyber risk goes beyond the mechanics of the insurance
transaction. Accordingly, we are providing you with actionable information around the recently publicized

vulnerability in the Progress MOVEit Transfer software solution to help your organization take appropriate
action to protect your data from being exfiltrated.

What’s Happening?

Briefly stated, Progress Software Corporation (the parent company of the software developer in question)
has reported that a recently discovered vulnerability in MOVEit Transfer (CVE-2023-34362) could be
exploited and allow attackers to gain unauthorized access to data, and to execute SQL statements that
alter or delete data. All MOVEit transfer versions are impacted by this vulnerability, and the developer has
issued patches for each version. According to the IT website Bleeping Computer, threat actors have
already begun mass downloading of data from organizations using this file transfer software. However, as
of June 1, 2023, there had been no reported incidents of threat actors extorting their victims, and it
remained unclear who was behind the attacks.

What can my company do to address this risk?

Progress MOVEit has provided documentation and guidance on remediation. Progress MOVEit's
configuration hardening and patching guidance should be strongly considered by affected organizations,
in order to mitigate the risk associated with this vulnerability.

What if | discover that our data has been exfiltrated as a result of this vulnerability?

Should you need to report a claim for a loss arising out of this incident, please contact your Alliant service
team. We can assist you with providing notification to the appropriate insurers and put you in touch with
qualified incident response vendors.

* Alliant note and disclaimer: This information is designed to provide general information and guidance. Alliant does not own or operate the
suggested diagnostic tools and is not responsible for the results of their use. Alliant Insurance Services disclaims any liability for any loss or
damage from the information provided in this communication.


https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-31May2023?elqTrackId=EE87C4F06228C2740D703388694E6832&elqTrack=true

